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1. ACCESS TO NETWORK RESOURCES VIA VPN SERVICE:
INTRODUCTION

It is mandatory to access the reserved resources of UniNa University Network Intranet in "SECURE" mode.

The implementation of a VPN (Virtual Private Network) creates an anonymous and secure private network
connection among devices on the Internet through SSL (Secure Sockets Layer) connection, i.e. the standard

technology that guarantees the security of the Internet connections by encrypting the data sent among devices.

To use the University VPN, you must request the C.S.I. the necessary credentials and install a client on your PC (called
FortiClient VPN) in order to establish the protected and encrypted connection with the University VPN server (on
page www.csi.unina.it/vpn you can find all the forms, necessary information and manuals regarding the request and
the configuration of the University VPN).

The client configuration methods to establish connections are given below.
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2. DOWNLOAD OF THE “FORTICLIENT VPN” CLIENT FOR MAC
0S

Download the “FORTICLIENT VPN” from the following page, as shown in the picture:

https://www.fortinet.com/it/support/product-downloads

ATTACCO 3CX SUTHLY CHAIN - CLICCA QUI PER LE ULTIME INDICAZION E IMFORMAZION! DETTADLIATE DA FORTIGUARD LAKS
F:RTINET B e 2 QO
Impresa Piccola impresa Fornitore di servizi Partners

Matwork Securlty  Enterprise Networking  Zoro Trust Access  Cloud Security  Sacurity Servi Supporio & Serdr

Download di prodotti e demo
gratuite

Fortinet nominata leader nel Gartner® Magic Quadrant™ 2022 per | Network Firewall

SCARICA IL REPORT

FortiClient 7.0

7THA Eaition fonchie o=
- s EPPIAPT Edition

NOTE: if you are asked to set cookies, you can accept or refuse at your discretion.

Scroll down to the "FortiClient VPN" item, as shown in the picture:

FortiClient VPN

La versions sole VPN di FortiCilent offre VPN S5 @ VPN IPSec, ma non include alcun supporta. Scarica Il mighor software VPN per pil dispesitiv
i

Accesso remoto == '

VPN S5L con MFA Scbn::lu\'ﬂ:&e« Scarica la VPN per MacOS Scarica la VPN per Linux

ndow:
£ m m m

an
I'I
Scarica ln VPN per Android  Scarica ln VPN per Linux
Scarica la VPN per 105

FortiCamerer -
FortiExplorer ~
FortiFora Softclent v
T ——
bk you by seexting one of ame
= e taicemg apton .-
FortiRocordsr -
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3. INSTALLATION OF THE “FORTICLIENT VPN” CLIENT FOR
MAC OS

Once the download has been completed, locate the downloaded “FortiClientVPNOnlinelnstaller.dmg” file in the
“Download” folder on your MAC and double-click it, as shown in the picture:

Bl Download
- - ¥~ Q
Preferiti Data di modifica Dimensioni

@Fﬁ) AirDrop B FortiClientVPNOnlinelnstaller_7.0.dmg ) oggi 11:21 3,4 MB
- i I\ _Snotifvinstaller (1).zip 31 luglio 2023 08:02 2,1 MB
h Google Drive ® Install Spotify 2

(=] Scrivania Contratto di Vendita New L...efinitivo (4)-sbloccato.pdf 23 10:4

o D et IA_2023_0004384_decreto Comando presso il Commissario straordinario ISCHIA sisma 2017 ing. D
S h vpnpoli_unina_it_cert.cer 5 giugr 13:08 :
W Google Drive . vpnpoli.unina.it.csr

@ Recenti B fortigatepoli_unina_it_cert.cer
S Documenti [ fortigaleno.li.unina_it.csr
h vpn_unina_it_cert (1).cer
:z\' Applicazioni B vpn.unina.it.csr
h vpn_unina_it_cert.cer
B fortigatecs_unina_it_cert.cer
B fortigatecs.unina.it.csr
Boutiiond B Scuola di cucito - Gina Cristanini.pdf
. B ce0107tesecondalegge.pdf
M FortiClient... = B ce0106tepeso.pdf
@@ Rete B ce0105teforza.pdf
B ce0104teaccelerazione.pdf

iCloud
& iCloud Drive

When prompted, double click on “FortiClientUpdate”, as shown in the picture:

B FortiClientUpdate

FortiClientUpdate
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NOTE: If "FortiClientUpdate is an app downloaded from the Internet. Are you sure you want to open it?" is asked,
click "Open", as shown in the picture:

“FortiClientUpdate” & un'app scaricata da internet. Confermi di
volerla aprire?

Non avvisarmi quando apro delle applicazioni su questa immagine disco

Mostra immagine disco

Wait for the file to be downloaded, as shown in the picture (it may take a few minutes depending on the speed of
your network and your Mac):

Downloading FortiClient
1;3’ 9

When prompted, click “Install”, as shown in the picture:

FortiClient VPN 7.0.8 is downloaded
&

Install
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¥ |nstallazione di FortiClient

Installer di FortiClient ti da il benvenuto

Introduzione o BRICTEM for macOS is a unified security agent for computers that
%b:ﬁmies antivirus, SSL and IPsec VPN remote access, web
filtering, application firewall and vulnerability scan into a single
software package. FortiClient for macOS has a user-friendly
interface that allows for quickly setting up protection for your

computer.

When prompted, under entry "License", click "Continue", as shown in the picture:

#* |nstallazione di FortiClient
Licenza d'uso

English v
Introduzione -

Licenza .c:_":: Fortinet Product License Agreement / EULA and Warranty Terms
Trademarks and Copyright Statement
Fortinet®, FortiGate®, and FortiGuard® are registered trademarks of Fortinet, Inc., and
other Fortinet names herein may also be trademarks, registered or otherwise, of
Fortinet. All other product or company names may be trademarks of their respactive
owners. Copyright © 2021 Fortinet, Inc., All Rights reserved. Contents and terms are
subject to change by Fortinet without prior notice. No part of this publication may be
reproduced in any form or by any means or used to make any derivative such as
translation, transformation, or adaptation without permission from Fortinet, Inc., as
stipulated by the United States Copyright Act of 1976.
Product License Agreement
The parties to this agreement are you, the end customer, and either (i) where you have
purchased your Product within the Americas, Fortinet, Inc., or (ii) where you have
purchased your Product outside of the Americas, Fortinet Singapore Private Limited
(each referred to herein as "Fortinet”) .CAREFULLY READ THE FOLLOWING LEGAL
AGREEMENT (THE OR THIS "AGREEMENT" OR "EULA"). USE OF FORTINET
PRODUCT(S) AND ANY UPDATES THERETO, INCLUDING HARDWARE APPLIANCE
PRODUCTS, SOFTWARE AND FIRMWARE INCLUDED THEREIN BY FORTINET,
AND STAND-ALONE SOFTWARE PRODUCTS SOLD BY FORTINET (TOGETHER,
THE "PRODUCTS") CONSTITUTES ACCEPTANCE BY YOU OF THE PROVISIONS IN
THIS AGREEMENT. FORTINET SHALL NOT BE BOUND BY ANY ADDITIONAL AND/
OR CONFLICTING PROVISIONS IN ANY ORDER, RELEASE, ACCEPTANCE OR
OTHER WRITTEN CORRESPONDENCE OR OTHER WRITTEN OR VERBAL

COMMUNICATION UNLESS EXPRESSLY AGREED TO IN AWRITING SIGNED BY
TS
Sy,

Stampa... Salva... Indietreli i Continua

%m"‘—h—ijc-‘l"ﬁ i
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ione di FortiClient

Per continuare l'installazione del software, devi accettare i termini della
licenza del software.

Fai clic su Accetta per continuare o su Rifiuta per annullare l'installazione e
uscire da Installer.

Leggi licenza Rifiuta

RS B4 Wt a8 S HOVUN | WA fy A SESBETLMSUAY WYY PR, AN 28 SN
stipulated by the United States Copyright Act of 1976.

Product License Agreement

The parties lo this agreement are you, the end customer, and either (i) where you have
purchased your Product within the Americas, Fortinet, Inc., or (i) where you have
purchased your Product outside of the Americas, Fortinet Singapore Private Limited
(each referred to herein as "Fortinet”) .CAREFULLY READ THE FOLLOWING LEGAL
AGREEMENT (THE OR THIS "AGREEMENT" OR "EULA”"). USE OF FORTINET
PRODUCT(S) AND ANY UPDATES THERETO, INCLUDING HARDWARE APPLIANCE
PRODUCTS, SOFTWARE AND FIRMWARE INCLUDED THEREIN BY FORTINET,
AND STAND-ALONE SOFTWARE PRODUCTS SOLD BY FORTINET (TOGETHER,
THE "PRODUCTS®) CONSTITUTES ACCEPTANCE BY YOU OF THE PROVISIONS IN
THIS AGREEMENT. FORTINET SHALL NOT BE BOUND BY ANY ADDITIONAL AND/
OR CONFLICTING PROVISIONS IN ANY ORDER, RELEASE, ACCEPTANCE OR
OTHER WRITTEN CORRESPONDENCE OR OTHER WRITTEN OR VERBAL
COMMUNICATION UNLESS EXPRESSLY AGREED TO IN AWRITING SIGNED BY

TUE ACMEDAI A IMOEI AE EADTIMET VN ID IMGTAL | ATIAA AD | I0E NAE ANV

Stampa... Salva... Indietro Continua

When prompted, under entry “Installation type”, click “Install”, as shown in the picture:

# |nstallazione di FortiClient

Installazione standard su "Macintosh HD"

EerR i Verranno occupati 193,8 MB di spazio sul computer.
Licenza Fai clic su Installa per eseguire l'installazione standard di
questo software per tutti gli utenti di questo computer. Tutti

li utanti di questo computer potranno utilizzare questo
Tipo installazione oftwa

Destinazione

Indietro Installa
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NOTE: If requested, enter the password of your MAC account and click “Install software”, as shown in the picture,
and then pay attention if case a) or case b) described below occurs.

Installer sta provando a installare un
nuovo software.

Inserisci la password per consentire |'azione.

Nome utente: |

Password:

Installa software

a) If “System extension blocked” notification appears, click “Open Security preferences”, as shown in the

picture:

Estensione del sistema bloccata

-~ Il programma “FortiTray” ha tentato di caricare nuove
estensioni di sistema. Se desideri abilitare queste estensioni,
apri "Sicurezza e Privacy” in Preferenze di Sistema.

and then click “Allow”, as shown in the picture:

“FortiTray” desidera aggiungere delle
configurazioni VPN

Quando utilizzi un profilo VPN, tutta |'attivita della rete
presente su Mac potrebbe venire filtrata o monitorata.
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b) Ifnotification “Fortitray wishes to add VPN configurations” instead appears directly, click “Allow”, as shown
in the picture:

“FortiTray” desidera aggiungere delle
configurazioni VPN

Quando utilizzi un profilo VPN, tutta I'attivita della rete
presente su Mac potrebbe venire filtrata o monitorata.

Finally, when prompted, click “Close”, as shown in the picture:

Installazione riuscita.

Introduzione
Licenza
Destinazione
Tipo installazione

Installazione L'installazione é riuscita.
Riepilogo

Il software & stato installato.

Once the installation has been completed, close all the windows and folders opened for the installation.
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4. CONFIGURATION OF THE “FORTICLIENT VPN” CLIENT FOR
MAC OS

Start “FortiClient”, from Lanchpad or from Applications, as shown in the next two pictures:

1-00ECT BRSSO "A06s - LW 2 Qe ¢ -BDa99900T=Rs TR LFORE s Imw - 7

[e]
< HH
Nome Data di modifica Dimensioni
Iz FileZilla - 1 "
*» Firefox
E Google Drive R _Slawsyng

(=] Scrivania 4 FortiClient
¥ FOTUCTERTOninstaller

@ Download O Foto
mm Google Drive {7l GarageBand

D Recenti o0 Genymotion

Preferiti

@) AirDrop

~ Genymotion Shell
&' Documenti 0 QUMD

NOTE: If required, click “OK”, as shown in the picture:

“FortiClient” vorrebbe accedere ai file nella
cartella Documenti.
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When prompted, accept free use of the software by flagging the box and clicking “I accept”, as shown in the picture:

@ FortiClient VPN

Sen

Welcome to FortiClient VPN!
This is a free version of FortiClient VPN software with limited feature support.
Please upgrade to the licensed version for advanced features and technical support.

|=> | acknowledge that this free software does not come with any product

support. | will not contact Fortinet technical support for any issues

experienced while using this freg software,

When prompted, click “Configure VPN”, as shown in the picture:
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Now we can configure the VPN connection with the following indications as shown in the picture below them:

1) Enter VPN UNINA in the “Connection Name” field
2) Enter vpn.unina.it in the “Remote Gateway” field
3) Check the "Customize port"

4) Enter 10443 in the appropriate field

5) Select "Save login" in the “Authentication” field
6) Enter your VPN login in the “Username” field

7) Click "Save"

@ FortiClient - X
File Help

@ FortiClient VPN

Upgrade to the full version to access additional features and receive technical support.

New VPN Connection

o)
ConnectionName | VPN UNINA I ——— Ny |
|

Description |

Remote Gateway | vpn.unina.it | ® '@ 2

+Add Remote Gateway

3 $ Customize port | 10443 | @ 4

|:| Enable Single Sign On (SSO) for VPN Tunnel

VPN

Client Certificate I None v‘
o < =
Authentication (O Promptoniogin Q Savelogin s
Username |it proprio login VPN | <.':::= 6

|:| Enable Dual-stack IPv4/1Pvé address

= 7
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On the next screen, enter your VPN password, as shown in the picture:

1) enter your VPN password in the “Password” field,
2) Click "Connect"

| @ FortiClient - X
File Help

VPN Name VPN UNINA v| =

Username il proprio login VPN

Password la propria password VPN | @ | <:: 1
e —

NOTE: If the “Permission required for VPN” notification appears, click “Open Security & Privacy Settings”, as shown
in the picture:

To connect to a VPN with FortiClient, open Security & Privacy Settings and allow
system software from FortiTray.

Cancel Open Security & Privacy Settings
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Generali  FileVault Firewall Privacy

E stata impostata una password di login per questo utente Cambia password...

¥ Richiedi password | immediatamente < dopo lo stop o I'avvio del salvaschermo

Consenti app scaricate da:

E stato bloccato il caricamento del software di sistema dall'applicazione
“FortiTray".

Generali  FileVault Firewall Privacy

E stata impostata una password di login per questo utente Cambia password...

v Richiedi password | immediatamente  dopo lo stop o I'avvio del salvaschermo
Mostra un messaggio quando lo schermo & bloccato

+ Disabilita login automatico

Consenti app scaricate da:
App Store

* App Store e sviluppatori identificati

E stato bloccato il caricamento del software di sistema dall'applicazione
“FortiTray",

Avanzate...
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NOTE: If the “Invalid Server Certificate” notification appears, click “Continue”, as shown in the picture:

Invalid server certificate.

You are connecting to an untrusted server, which could put your confidential
information at risk. Would you like to connect to this server?

Show Certificate Cancel Continue

If the connection occurs correctly, as shown in the picture below, the VPN is working and you can proceed to the use
of all the available University services:

Upgrade to the full version to access additional features and receive technical support.

VPN Connected

Username pclia

Duration 00:00:56
Bytes Re

Bytes Sent 1.63 KB
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5. NOTES

SAVING THE PASSWORD:

When you disconnect from the first successful connection, the option to save the password appears, as shown in the
picture below. If you want to save it, re-enter your VPN password, flag the "Save password" item and click on
"Connect" again. Once the connection has been successful, the password will be saved for future sessions.

@ FortiClient VPN
# 000 &

DISCONNECTION FROM THE SERVICE:
To disconnect from the service, click "Disconnect”, as shown in the picture:

@ FortiClient VPN
# 500 a

Upgrade

VPN Connected
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